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AHHOTaumnsa. TexHONOrMM UCKYCCTBEHHOro WHTennekta (MAW) oxBaTbiBalOT K/OUEBblIE 061acTy
obecreveHnss 6e30MacHOCTN B (JUHAHCOBOM CEKTOPE, BK/HOYast MPOTUBOLEACTBME OTMbIBAHUIO AEHEr ”
MOLLIEHHNYeCTBY, C60P AaHHbIX 0 6e30MacHOCTW, MOHUTOPUHT ¥ NpeaoTepaLleHrne Kubepyrpos. HecMoTps
Ha 60MblUOe KOMMYeCTBO My6nMKauuil, NpakTUYecKu OTCYTCTBYIOT UCCNe0BaHUS MO BHEAPEHUIO W
ncrnonb3oBaHntio W, cpaBHeHWO OTAeNbHbIX cy6TexHonorni WK, 4yto 3aTpyAHSeT OUEHKY WX
3((heKTUBHOCTN, CKOPOCTU W TOUYHOCTU Pacrno3HaBaHWS MOLLUEHHUYECKUX CXeM, YTO 0OOCHOBLIBaeT
aKTya/lbHOCTb nccnefoBaHus. Llenib - OLeHWTb BO3MOXHOCTU MPUMEHEHUA pa3inyHbix V-TexHonoruii
ONA BbISBNEHNA NOA03PUTENIbHOW aKTUBHOCTWM M aHOManuii U NPOBECTU CPaBHWUTE/IbHBLIA aHann3 ux
3()(heKTMBHOCTU NpWM NPOTUBOAENCTBMM  MOLUEHHMYECTBY B (JMHAHCOBOM cekTope. MeToAbl:
06LLeHayYHble MeTOfbl TEeOpPeTUYEeCKOro MO3HaHWS - MPOBEAEHUs aHafornin, UHAYKUUU WU AefyKUuuK,
CPaBHUTE/IbHbI aHan3, MOHOTpatMUecKmnin aHanus, Keinc-ctagu. Ocoboe BHUMaHWe 6bIN0 YAENEeHO OMbITY
(hmHaHcoBoro cektopa CLUA. B kauyecTse aMMNMPUYECKOR 6a3bl NCMOMb30BANUCL CTATUCTUYECKME AaHHbIE
13 nccnegoBanuii LieHTpa MiccnegoBaHuii n Pa3paboTok Anb-KuHAW. B cTaTbe onpeaeneHbl BO3MOXHOCTY
NW-TexHonoruid: 1) Ha pasnuyHbIX 3Tanax npefoTBpaLleHns MoLeHHUYecTBa coriacHo mogenn CIMA;
2) 0N pasfinyHbIX TUNOB (PUHAHCOBOIO MOLUEHHMYecTBa. CoOrnacHo pesynbTaTam WCCefoBaHus,
nokasatenu aheKTUBHOCTM pa3NNYHbIX MOJeNein KonebntoTca B AnanasoHe 88-94 %, 4TO roBOpuUT 06 MX
XOpoLen afanTMBHOCTM K pas/fIMyHbIM  CLeHapuam o6HapyXeHWs MollueHHu4YecTBa. HanbonbLyto
MOMHOTY PacKpbiTUS AEMOHCTPUPYHOT CYBTEXHONMOTMM MaLUMHHOIO 06yYeHWs (O4epeBO peLleHuid) u
mMogenu rny6oKoro msyvyeHus (HeMpoOHHblE CETM U CBEPTOYHbIE HEMpPOHHbIe ceTun). [MonoXuTenLHoe
BnaHne WW-TexHoONormin Ha npouefsypy BbISIBNEHNA MOLUEHHMYECTBA 3aKNOYaeTCs B MOBbILEHUM
TOYHOCTM OOGHapyXXeHMs MoLUeHHUYecTBa Ha 85 %, pocTe CKOPOCTM BbISBIEHUS HOBLIX CXEM
MOLLEHHMYecTBA Ha 78 %, pocTe OOHapy>XeHWs MoLleHHU4YecTBa Ha 70 %, CHVKEHUM NOXHbIX
cpabatbiBaHWn Ha 92 %. [MpednoXKeHbl pelleHnMs no pa3suTno NN B Lensx npeaoTBpaLleHuns
MOLLUEeHHMYeCTBa B (DMHAHCOBOM CEKTOpPe, KOTOpble BKAHOYAtOT NOArOTOBKY [AaHHbIX Ha 3tane cbopa,
000CHOBaHHbIN  BbIGOp  W-mMofeneid, MpoBepKy BO3MOXHOCTEW  uHTerpauum  UNW-mopenei,
COTpYAHMYecTBO ¢ NT-KoMnaHuamu.

KntoueBble CNoBa: UCKYCCTBEHHbI UHTENNeKT, Moaenu W, hMHaHCOBbIE [aHHble, MOLLIEHHUYECTBO,
BbISIBNIEHNE aHOMa/IiA, NOA03PUTENbHAS aKTUBHOCTb
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Abstract Artificial intelligence (Al) technologies cover key areas of financial sector security, including
combating money laundering and fraud, collecting security data, monitoring and preventing cyber threats.
The relevance of this study is explained by a lack of research on the implementation and use of Al and
comparing individual Al subtechnologies, which makes it difficult to assess their effectiveness, speed and
accuracy of recognizing fraudulent schemes. The goal of our research was to assess the possibilities of
using various Al technologies to identify suspicious activity and anomalies and to conduct a comparative
analysis of their effectiveness in combating fraud in the financial sector. The methods employed included
general scientific methods of theoretical knowledge - drawing analogies, induction and deduction,
comparative analysis, monographic analysis, and case study. We paid special attention to the experience of
the US financial sector. As an empirical base, we used statistical data from Al-Kindi Research and
Development Center. The article defines the capabilities of Al technologies: 1) at various stages of fraud
prevention according to the CIMA model 2) for various types of financial fraud. According to the results
of the study, the efficiency of various models ranges from 88 to 94 %, which indicates their good
adaptability to various fraud detection scenarios. Machine learning subtechnologies (decision trees) and
deep learning models (neural networks and convolutional neural networks) demonstrate the highest
completeness of information disclosure. The positive impact of Al technologies on the fraud detection
procedure is an increase in the accuracy of fraud detection by 85 %, an increase in the speed of identifying
new fraud schemes by 78 %, an increase in fraud detection by 70 %, and a decrease in false positives by
92 %. We offered the following solutions for the development of Al and the prevention of fraud in the
financial sector: data preparation at the collection stage, informed selection of Al models, testing the
integration capabilities of Al models, and cooperation with IT companies.

Keywords: artificial intelligence, Al models, financial data, fraud, anomaly detection, suspicious activity
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BBefeHue

B ycnosuax uugpoBoil IKOHOMUKN TEXHONOTUU UCKYCCTBEHHOro uHTennekta (M) Bce
aKTUBHee uncnonb3ytTca fna obecneyeHns Kubepbes3onacHOCTM 6GaHKOBCKOTO CeKTopa W
3aTparuBalT MHOrune ciepsl, B TOM yucne 60pb0Oy ¢ OTMbIBaAHWEM AE€HEr M MOLEHHUYECTBOM,
arpermpoBaHue faHHbIX 6€30MacHOCTU, MOHUTOPUHT U NpeAoTBpaLLeHne Knbepyrpos.

MHorune nccnegoBateny 3aTparvBalT 3ajaym aHanusa 3h(HeKTUBHOCTM UCMOb30BaHUA
LMMPOBLIX TEXHONOTMIA B hMHAHCOBOI chepe. Tak, B CBOMX COBMECTHbIX UCCNEL0BAHUSAX MHOT e
yyeHble [Bello et al., 2023; Bello et al., 2024; Daraojimba et al., 2023] yTBepXaganu, 4To
0BHapy>eHne MOLIEHHUYEeCTBa Ha OCHOBe VI npegnaraeT MHOroYMCAeHHbIE MpeMMyLLecTBa AN4
(DUHAHCOBbLIX YUYpeXAeHWn, OAHAKO TakKXe co3faeT pag npobnem 3TUYECKOro, MpasBoBOrO,
penyTauMoHHOro xapaktepa [Toth & Blut, 2024; Hasan, 2024], KoTOopble TONbKO NpPeacTOMT
pewnTb. B nccnegosaHunax [barpeesa n gp., 2022; Pacific Data Integrators, 2024] npuxogaTt K
BbIBOAY, UTO BHeApeHWe U wucnonb3oBaHue WK  3HaunmTeNbHO NOBbILWAET CKOPOCTH WU
3 (heKTUBHOCTb pacno3HaBaHUS MOLIEHHWYECKUX CXEM, OA4HAaKO BBUAY pa3Hoobpasusa caMumx
TEXHWYECKMX pelleHnin Ha ocHoBe I 1 cyuwlecTBeHHON guddepeHynaymm BO3MOXHOCTEN He
NPOBOANTCA CpaBHEHWNE NX 3 PEKTUBHOCTU MeXY COOOIA.
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Kak oTmeuvaloT aHanuTtukm Business Insider Intelligence [[FopsaH, 2019; Statista, 2023;
Statista, 2024], okono 80 % 6aHKOBCKUX yupexAeHWii ¢ akTuBaMu 6onee 100 mnpa gonnapos
CWA un 4yyTb MeHee NONOBUHLI 6aHKOB C akTuBamu MeHee 100 mnpg gonnapos CLUA B
HacTosllee BpeMs peanu3ylT MNpoekTbl C npumeHeHnem WIW. OpHako OTAeNbHble aBTOPSI
[Becnanos, boraTtbipeBa, 2023] o6paw,aoT BHUMaHWe, YTO TexHonorum M gna npoTuBoaencTens
MOLUEHHWYEeCTBY B (PUHAHCOBOM CEKTOpE BecbMa pa3HO06pa3Hbl M peannsyloTca C NOMOLbIO
pasnnyHblx NW-mogenei, KOTOpble OTANYAKOTCA BO3MOXHOCTSMUW, C(EpPO MPUMEHEHMA U
YPOBHEM 3(h(eKTUBHOCTU. DTO B CBOK ouvepedb TpebyeT 6onee TwaTenbHOro Bbi6opa u
060CHOBaHUA TeX AN UHBbIX N-TexHONOruii, Hanbonee NOAXOAAWMNX AN KOHKPETHbLIX Cny4vaeB
3alMUTbl OT MOLIEHHMNYECTBA, YTO 06yCNnaBNNBaeT akTyalbHOCTb UCCAeL0BaHUA.

Llenb - OUEHUTb BO3MOXHOCTU NMPUMEHEHMNA Pa3NnUHbIX MA-TeXHONOTUn ANs BbIABIEHUA
NOLO3PUTENbHOW AKTMBHOCTM W aHOManuWidi M MPOBECTW CPaBHUTEbHBIA  aHanu3 ux
3P (HeKTUBHOCTY NPU NPOTUBOLENCTBUN MOLLIEHHUYECTBY B (PUHAHCOBOM CEKTOpE.

3afjaun: oueHUTb YpOBeHb pa3BuTua WWN-TexHonoruii kak cpefcTBa 6e30macHOCTU B
(huHaHCcOBOM cekTope. OnpefenuTb KAOYEBble BO3MOXHOCTM WK no npegoTBpaweHuio
MOLIEHHWNYeCTBa B (PUHAHCOBOM cekTope. OLEHUTb U CPaBHUTbL 3 (PEKTUBHOCTb MCNOMb30BAHUA
pasnnyHblx VUW-TexHONOrnini npu BbISBAEHUM W NpefOTBpaLLeHUU C/lyyaeB MOLUEHHWYEeCTBa.
OnpegennuTb Npo6nemMbl Y NPELNOKNUTL pelleHunsa no pa3sutuio M B hUHAHCOBOM CeKTOpE.

O61beKTbl U MeTOAbl UCCNef0BaHMS

O6beKTOM [aHHOro0 ucCcNefoBaHUs ABNAKOTCA pasnuyHble WW-TexHONOruu, Kotopble
MCNONb3YITCA [ANA BbIABNEHWS aHOMaiuWiAi B MaccuBaxX (UHAHCOBOW MWHGOpMauuu, ANS
NPOTUBOAEACTBNS MOLIEHHNYECTBY B (PMHAHCOBOM CEKTOPE.

MpeameT wuccnefoBaHns - COLMANbHO-3KOHOMUYECKME BO3MOXHOCTU WCMOMb30BaHMUA
NWN-TexHONornii gnd npefoTBpalleHUs MOLIEHHW4YecTBa B (PUHAHCOBOM CEKTOpPE W YPOBEHb
3 (HeKTUBHOCTYU pa3nnyHbiX mogeneli W,

MeToabl, nNpUMeHseMble B paMKax UccnefoBaHua:  o6OUleHayYHble  MeTofbl
TEOPeTUYEeCKOro MO3HaHUA - MNpPOBeAeHWS aHanoruii, WHAYKUUM W [AeAyKUUK, a TakxKe
CpPaBHUTENbHbLIA aHann3, MOHOrpaduyeckuin aHanus, Keic-ctagu. VCTOYHMKOM uHDoOpmayuu
MOCAY>XWAN HOPMaTUBHO-MPaBOBble aKTbl W MNpOrpamMmbl pPasBUTWA, TPYAbl POCCUNCKUX W
3apy06eXXHbIX YUYeHbIX MO BONPOCaM NPUMEHEHUS pa3NnyHbIX mogeneh A gns npoTuBoaeicTBuUs
MolweHHnYecTBy. Ocob60oe BHMMaHWe O6bIO yAeneHO OMNbITY (uHaHcoBoro cektopa CLUA.
B kauyecTBe aMnuMpuyeckoi 6as3bl MCCNefoBaHUA WUCMOMb30BaINCL CTATUCTUUECKUE AaHHble U3
nccnegosaHnin LleHtpa Uccnepgosanmnin n Paspabotok Anb-Kunamn (Al-Kindi Center for Research
and Development), VIHCTUTyTa CTaTUCTUUYECKUX WCCMEeAOBaHWA N 3KOHOMWUKWU 3HaHMiA BLUI
[MCN33 BLI3, 2024; Kamuangu, 2024]. MNofg CUHTETMYECKUMW [aHHbIMW Mbl MOHUMAEM
[laHHble, CO3[lJaHHble UCKYCCTBEHHO C MOMOLLbIO aNrOPUTMOB Ha OCHOBE (DAKTUUYECKUX AAHHbIX U
YUnUTbIBalOLW Me UX NATTEPHbI U pacnpejeneHune, Ho He packpblBaroL e NX KOHPULAEHLNANBHOCTD.

B kauecTBe napamMeTpoB 3 PEKTUBHOCTU pasnnyHbiX MW -TexHONOTniA AN BbIABNEHUS U
npefoTBpaLleHNa MOWeHHNYECTBA UCMO/b30BaINCL NOKa3aTenun, NpeaioXeHHble AN 3TUX Lenel
B nccnegosaHuu [Bello et al., 2023; Bello et al., 2024; Alooba, 2024]:

1. Accuracy (TOYHOCTb) - NOKasaTefb, OTPaXKalo LW Nl 40N NPaBU/IbHbIX OTBETOB MOAENN
cpegu BCex npefckasaHuii. 3Ta OCHOBoOMofarawwas MeTpuKa MNpeacTaBnseT He TONbKO
NPaBUAbLHOCTb MOAENN, HO M ee HafeXHOCTb Ha MpakKTuKe.

2. Precision (To4HOCTb, METKOCTb, aKKypaTHOCTb) - MoOKa3aTeflb, OTpaxawwuin Aont
MCTUHHO MOMIOXUTENbHLIX OTBETOB CPeAu BCEX MOMNOXUTENbHbIX OTBETOB MOAENN, TO €eCTb
KO/IMYeCTBO PaKTUUECKUX MONOXMUTENbHbIX MPUMEPOB, KOTOPbIe MOAENb NPAaBUNLHO NpefcKasana
KaK MoJIOKUTENbHbIE.

3. Recall (MonHoTa, O0T3bIBYMBOCTb) - MNOKasaTenb, OTPaXakwWWin [OAK WUCTUHHO
MOMOXUTeNbHbIX OTBETOB CPefu BCeX MPaBWU/ibHbIX OTBETOB MOZeNN, NOKa3blBaeT, HAaCKO/bKO
X0pOoWo MOAeNnbL MOXeT uXx wuieHTu@uuuposatb. Recall wn3smepsetr cnocobHOCTbL MoAenu
(hUKCUPOBaATb BCE NMONOXUTENbHbIE NPUMEPDI.
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4. F1 Score - rapMoHu4eckoe cpegHee mexay Precision n Recall. JaHHbIA noKa3aTenb
noneseH, Korga Heo6xoaMmo HakTu 6anaHc mexay Precision n Recall, oco6eHHO B cnyyasx, Korga
Knaccel He cb6anaHcuMpoBaHbl (Hampumep, KOrga MOMOXKUTENbHbIX MNPUMEPOB 3HAYUTENbHO
MeHbLUEe, YeM OTpuLaTeNbHbIX). YeM Bbllle AaHHbIN NOKa3aTeNb, TEM y4lle Mofe/b CNpaBAseTcs
c 3agavein knaccuukauum. F1 Score gaeT 60/ee NOAHOE NMPeAcTaB/eHME O MPOU3BOANTENLHOCTH
MOZEeNn, YeM UCNoab30BaHUE TONbKO OJHOMO M3 aHaM3NPyeMblX NOoKa3aTeneii.

5. AUC-ROC (nnowagb (Area Under Curve) nog kpusoi ownb6ok (Receiver Operating
Characteristic curve)) - nokasaTenb, OoTpaxalWnint To, HACKONbKO XOpPOLWO MOAENb pasfinyaet
MONMOXWUTebHbIE W OTPULATENIbHble Knaccbl. Yem Bbille AaHHbIA NoKasaTenb, TeM fydule
cnpasfiseTca Mofefb.

Pe3ynbTaTbl U UX 06CYXAEHMNE

YpoBeHb pa3BuTusa MW kak cpegcTaa 6e30NacHOCT M B PMMHAHCOBOM CEKTOpe

Ha cerogHa TexHonorum M mncnonb3yoTca BO BCEM MUPE He TO/IbKO B KAYECTBE HayUHO-
TEXHWYECKOr0 MHCTPYMEHTa, HO U Ansa 60pbObl ¢ KOoppynuueid M MOLWEHHWYECTBOM B CaMblIX
pasHblX (opmax K chepax 6GesonacHocTu. B Poccum Habop TEXHONOTMYECKMX 3afjad u
CyO6TEeXHONOMNM, CcBA3aHHLIX C pa3BUTUEM LMUGPPOBLIX TEXHOMOTUIA, 4YeTKO MpeAcTaBieH B
LJopoXHoli KapTe pa3BUTUS «CKBO3HOW» UWU(POBOK TexHonornunm «HepoTexHonorum u
NCKYCCTBEHHbIN MHTennekT» [[MpaBuTenbcTBO Poccuitckoin depepaumnm, 2020; MUHUCTEPCTBO
LMDPOBOro pasBUTMA, CBA3NM M MACCOBbIX KOMMYHWKauuil Poccuiickoin depepauumn, 2019].
CornacHo 3TOMy MPOEKTY, OTMeYaeTcd BbICOKOe pa3Hoo6pasve (aKTUUECKU MNPUMEHAEMbIX
CpeAcTB UHOPMALMOHHON 6e30NacHOCTM ANA NpeoTBPaLLeHUs MOLWEHHNYECTBa, OAHAKO cpean
HUX KpaiHe mana f0/18 BbICOKOTEXHONOIMYHbIX MeTogoB W (puc. 1).

CpeacTsa aNeKTPOHHOM LpoBOiA

rnoanucu
BuomeTpuryeckune cpeacTsa 91
ayTeHTUDMKALN 0 Gs,gHTmsmpyCHble nporpamMmbl
PesepBHOe KonmMpoBaHue Ha 40 TexHuyeckve cpeacTaa
BHELLIHWE HOCUTENN 52,3 ayTeHTU(MKaLmn
248 20
6,6
MO ans aHanM3a U KOHTPONs 2719 1 - p 523 CpeacTsa CTporoi
3awpyieHHoctu MK \ / ayTeHTU(MKaLmK
329
. 45,7
CucTembl 06HAPY>KEHWS| BTOPXKEHNS 393 417 MO npots AocTyna Bpe0HOCHBIX
nporpamm
CpepcTBa LUMKPOBaHWS Cnam-tunbTp

Puc. 1. CTeneHb MCMOMb30BaHMS CPEACTB MHOPMALMOHHOI 6830MacHOCTU POCCUIACKUMM
opraHmsaumsamm B 2022 rogy (4ons oT o6Lero Yymcna opraHmsaymii), %
Fig. 1 Degree ofuse of information security tools by Russian organizations in 2022
(share ofthe total number of organizations), %

VICTOYHVK: COCTaBeHO aBTopamMi Ha ocHose 063opa [IC33 BLUD, 2024]

B ycnoBmsx uUMGPOBOA 3KOHOMUKWM (PUHAHCOBLIE YUYPEXAEHUS TakXe OMMpalTCcA Ha
peweHnsa N gns cHUXeHUs YUHaAHCOBbIX PUCKOB, NPOBEPKN AEN0BbIX MapTHEPOB W KANEHTOB,
YAYULEHNA CBOMX BO3MOXHOCTEl MO O6Hapy>XeHWto MolleHHW4YecTBa [BabaHckas, pyaHeBa,
2020; Xopyxuih n gp., 2018]. HabntogaeTca eXerogHbliA pocT (hMHAHCUPOBaHMA B AaHHbIE
TexHonormm obecneyeHns 6esonacHocTu. CornacHo wccnegosaHusm Juniper Research
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[Mayanard, 2022; Mayanard, 2023], B 2022 rnobanbHble pacxofgbl 6u3Heca Begywux
noctaBswnkos NN B ctepe 06Hapy>XeHUs U npepoTBpaleHns PUHAHCOBOro MOLUIEHHMUYeCcTBa
coctaeunm 6,5 mnpg gonn. CWA, a k 2027 rogy npesbicat 10 mapg gonn. pn 3TOM MUPOBbIE
3aTpaTthbl PuHaHCOBOro cektopa Ha VI, no nporHosam aHanutukos [V7 Labs, 2022], Bo3pacTyT ¢
35 mapa gonn. CLUA B 2023 roay go 97 mnpa gonn. CLUA B 2027 roay (puc. 2). POCT pblHKa
peweHniA 4Na NpefoTBpaLLEHNS MOLWEeHHUYecTBa Ha 6a3e MW yBennumutca 3a 6 neT B CpefjHEM Ha
54 % [Mayanard, 2022]. Camble cyuw,ecTBeHHble 3aTpaTbl (60nee 90 %) Ha BHegpeHune UW-
TEXHONIOTWIA ANs NpefoTBpalleHNa MOWEeHHNYeCTBA TPAAMLUOHHO OYAYT OCYL,EeCTBAATL CTPaHbl
[anbHero Boctoka v Knutas, 3anagHoii EBponbl n CeBepHoli Amepuku (puc. 3) [Mayanard, 2023].

Puc. 2. MupoBsble 3aTpatbl (hMHaHCOBOro cektopa Ha W B 2023-2027 rr.
(NporHo3Hble 3HayeHus B 2024-2027 rr.), mapg gonn. CLUA
Fig. 2. Global financial sector spending on Al from 2023 to 2027
(forecast values in 2024-2027), billion USD
VICTOYHMK: COCTaBMeHo aBTopamMu Ha ocHoBe 063opa [Mayanard, 2022]

O CeBepHasd AMepuka

O JlaTnHcKaa Amepurka

O 3anagHas EBpona

OLeHTpansHaa n BoctouHas Espona
O anbHuiA BocTok n Kutai

B VIHAWACKNIA CYyOKOHTUHEHT

O OcTanbHag YacTb A3MaTCKO-TUXOOKEAHCKOro

pervoHa
OAdpuka n CpegHuii BocTok

Puc. 3. CTpyKTypa 3aTpart no oTAe/IbHbIM CTPaHaM Ha nnatopMbl 06HapyXeHUs pUHaHCOBOro
MOLLEeHHMYeCcTBa ¢ noaaep>xkoit I B 2027 roay (NpOrHo3Hble 3HaYeHns), %
Fig. 3. Cost structure by individual countries for Al-enabled financial fraud detection platforms

in 2027 (forecast values), %
VICTOYHMK: COCTaBeHo aBTopamMu Ha ocHoBe 063opa [Mayanard, 2023]

Bo3mo>xHocTun NI no npegorTrepawieHn0 MOWWEHHNYECT BA B qJI/IHaHCOBOM CeKTOope

Mo cpaBHEHMIO C TPaAULMOHHBIMK Nogxogamu cuctembl NI 6onee AMHAMWYHbLI U MOTYT
aflanTUpoBaTbCs K MEHAIOLMMCS CXeMaM MOLUEHHWYECTBA B PEXMME PeaslbHOro BPEMEHM, a TaKXe
MX MOXXHO HENPEPbLIBHO 06YyYaTh HA HOBbLIX AJaHHbIX, YTO MO3BOMIAET UM Pacno3HaBaTb BO3HMKAOLLNE
Yyrpo3bl M KOPPeKTUpPOBaTb CBOW CTpaTerny O6GHapPYyXXeHWs aHOMalMil M NoA03PUTENIbHOCTEN.
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AHanusnpys orpoMHble 06bemMbl AAHHbLIX W BbIABNASA CMIOXHbIE 3aKOHOMEPHOCTU, TexHonornn N
3HAUYMTENIbHO COKpPaLLaldT KOMYECTBO JIOXHbLIX MOMOXUTENbHBIX W JIOXKHbIX OTpULaTeNbHbIX
pe3ynbTaToB. TN CUCTEMbI MOFYT 06y4aTbCs KaK Ha MCTOPUYECKUX, TaK U Ha peanbHbIX JaHHbIX,
4yTOObI CO BPEMEHEM MOBbIWATL CBOK TOYHOCTb, MOryT obpabaTbiBaTh M aHanM3UpoBaTb 60/bLINE
06beMbl TpaH3aKLUMiA B pexxnume peanbHoro spemeHun [Udeh et al., 2024].

VIMEHHO 3Ta BO3MOXHOCTb OMepaTMBHON paboTbl C 60MbWINMKU 06beEMaMU AaHHbIX UMeEET
pelwaroliee 3HaYeHne AN (PUHAHCOBbLIX YUYPEXAEHUI, KOTOpble Ha eXeLHEeBHOW OCHOBE MMEKT
[leNo ¢ MUANMOHamMK TpaH3akuuii [3onotoBa u gp., 2023]. Bce 3T npeumyLLecTBa No3BoONsAT
BbISIBAATb NOLO3PUTENbHbIE LEACTBUA 40 TOr0, KAK OHU NPMUBEAYT K 3HAYUTE/IbHbIM (PUHAHCOBbIM
notepsMm. PazHoo6pa3nme TeXHUYECKUX peLleHnid Ha ocHoBe NI no3BonsieT UCNOMb30BaTh UX B
pasNnuHbIX ctepax MpeaoTBpalleHUs MmoweHHUYecTBa (puc. 4). Haubonbwinii apdekT B
(hMHAHCOBOM CEKTOpe faeT MHOFOYPOBHEBbLIA MOAX0J C KOMOUHMPOBAHMEM Cpa3y HECKONbKUX
NW-TexHONOrnin, Hanpumep, rny60oKoro 06y4yeHns n 06HapyXeHNa aHOManuii.

MawmnHHOe obyyeHne (MO)

*ABTOMATUYECKOE OOy4YeHMe ¥ afanTaums K MepeMeHam JenaeT WX YCToluMBee K HOBbIM Crocobam
MOLLEHHWYECTBa.

*Cunctembl MO MOryT 6bITb MHTEIPUPOBaHLI B aHa/IM3 HECKOMIbKUX UCTOYHMKOB MHEOpMaLKM, 06ecreymBas
6onee rnyboKoe MpeAcTaBfieHVe O MOBEAEHMM MOMb30BATENER M LWABMOHAX MX (HMHAHCOBbIX TPAH3aKLUWA 1
BbISIBNAS aHOMa/K AeicTBKiA. Croaa OTHOCATCS MOAESN OTUCTUYECKORA perpeccuu, AepeBa peLleHunin n ap.

MeToabl OBGHapyXeHNA aHOMaNwuii

«KnacTepHblii aHanM3 noapasymeBaeT rpynrvMpoBKY CXOXWX MO MPU3HaKaM TpaH3aKLUuiA, a Takke BblaenHe
TeX, KOTOpble He BMCHIBAKOTCA HN B OAMH KlacTep, YTO CUTHaM3NPYET 06 MX aHOMabHOCTW. OGHapY»KeHe
aHOMa/IiA OCHOBLIBAETCA Ha MIOTHOCTU PacnpedeneHnst faHHbIX U MOWCKe BbIGPOCOB BOKPYF K/acTEpoB,
KOTOpble ~ OTKMOHSIOTCA OT  GOMbLUMHCTBA TOYEK [JaHHbIX, TMOMOras BbISBNATb  MOTEHLMabHOE
MOLLIEHHUYECTBO.

O6paboTKa ecTeCTBEHHOTO A3blka (NLP)

* AHa/IM3 HECTPYKTYPUPOBAHHbIX TEKCTOBbIX AaHHbIX, CBA3AHHBIX C TPAH3aKLMAMM (HanvMMep, onmncaHus u
COOOBLLEHNS KIMEHTOB).

*PacrioszHaBaHVie UMeHOBaHHbIX cyLlHocTed (NER): MOEHTUMLMPYET M KNacCU(UUMPYET AaHHble B TEKCTe,
KOTOpble MOTYT BbITb MO/E3HbI 4151 06HAPYXKEHWS MOLLEHHYECTBA (Hanpumep, MMeHa, MECTOMO/OXEHWS, aTbl).
*AHa/IM3 HACTPOEHWA (CEHTUMEHT-aHaM3) OLEHMBAET 3MOLWMOHA/IbHLIA TOH TEKCTOBbIX [aHHbLIX 1A

BbISIB/IEHUS NOAO3PUTENLHOIO MOBEAEHNS, & TakkKe OLEHMBAET HACTPOEHUS COOOLLEHWIA KMEHTOB.

Moaenu rny6okKoro nayyeHus

* Cnoco6HbI BLIIBUTL CNOXHbIE MaTTepHbI B 60/bLUMX 06beMaX AaHHbLIX, MOAEMPOBATb C/IOKHbIE CBA3M.

*Ba3oBble HeMPOHHbIE CETU MOTYT MOAEMPOBATL HEMMHENHbIE OTHOLLEHUS B TPAH3aKLMOHHBIX AaHHbIX, YTO
NOAXOANT AN15 MPOCTbIX 3afa4 06HAPY)KEHNS MOLLIEHHUYECTBA.

» CBEpPTOUHbIE HelpoHHbIe ceT (CNN) nogxomsT ans 06paboTKM AaHHbIX TpaH3aKUMIA KaK «1M300pakeHNS»,
e BaXKHbl MPOCTPAHCTBEHHbIE MepapXuW, TaK Kak OHW MOTryT aBTOMATUYECKW W3B/EKATb Mepapxuyeckme
Mp13HaKM M3 HeobpaboTaHHbIX TPaH3aKLMOHHBIX AaHHLIX (Harpymep, NPOBEPKM odopmieHns YekoB (CSV-
Al), aBTOMaTUYeCKas MpoBepKa nognucein (ASV-Al))

*PeKkyppeHTHbIe HelipoHHbIe ceTu (RNN) 1 CeTu ¢ JONroBpeMeHHOM KpaTKOCPOUHOW NaMsATbio (LSTM)
YMPOLLAOT 06paboTKY NOCNe0BaTe/bHbIX JaHHbLIX 1 UICTOPUYECKUIA aHaNM3 TPaH3aKLMWIA.

fMbpuaHble MOoLenu

*O6beMHEHVE Pa3INYHBIX MeToaoB WA B ribpraHble MOAENN MOBbILLAET HAAEXHOCTb M TOUHOCTb CUCTEM
06HaPYKEHWS MOLLIEHHNYECTBA, 0GbEAVHSAS NPOTHO3bI 113 HECKO/bKIX MOAENEN.

Puc. 4. Cihepa npumeHeHns1 pasHoo6pasHbIxX V-TexHonoruii ans npeaoTepalleHns MOLLEHHMYECTBA
B (DJMHAHCOBOM CEKTOpE
Fig. 4. Scope of application of various Al technologies to prevent fraud in the financial sector

VICTOYHMK: COCTaBMeHo aBTopamMu Ha OcHoe 063opa nnTepaTypbl [Bello et al., 2024; bBecnanos,
BoraTbipesa, 2023; Adelakun et al., 2024]
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Bce cuctembl 06HapyXXeHWS MOLIEHHMYeCcTBa Ha OCHOBe WM 3HAYMTENbHO CHWXaKT
YPOBEHb MOLLUEHHMYECTBA 3a CYeT paboTbl Ha BCeX aTanax MPOTWBOAENCTBMSA MOLIEHHUYECTBY:
06Hapy>XeHus, NpesoTBPaLLeHNS MOLWEHHUYECKUX AeNCTBUIA B peXMMe peanbHOro BPEMEHMW K
MPUHATUS OTBETHbLIX Mep. Micnonb3oBaHue cuctem MO, rny60Koro o6y4YeHUs n Apyrux nomoraet
(hMHAHCOBbLIM YyupexaeHusMm 6onee 3PEPHEKTUBHO BbISBNATbL MOLIEHHWYECTBO, MWUHUMU3MPYA

(hMHAHCOBble NOTEPM ¥ 3aljMlias aKTWMBbl KAWEHTOB Ha pasHbiX 3Tanax npeaoTBpalieHus

MOLWeHHnYecTBa (puc. 5).

MNpenoTBpaLLieHme

*O6paboTKa eCTECTBEHHOIO fA3blKa
CNoco6CTBYET aBTOMATUYECKOMY
aHa/IM3y HECTPYKTYPUPOBaHHbIX
JaHHbIX «rOPSYERN SIMHUN,
BUOMETPUYECKMX JaHHbIX,
KOppecrnoHAeHLMKM, obecrneymnsas
paHHee NpesoTBpaLleHue
MAaHMPYEMOro MOLLIEHHWNYECTBA.

sMalLmHHOoe 06y4eHVe, Hakanveas
NpeabloyLLNA ONbIT U JaHHbIE O
KOHTPO/ILHOM cpefie, No3BoNseT
MPOrHO3MPOBaTh YacToTy U
BEPOATHOCTb MOLLEHHUYECTBA M0
TWMOBbLIM OMepaLysaM
(hMHAHCOBOIO CeKTopa.

*Mogenu rny6oKoro msyyeHus
CMOCO6HbI ONMCHIBATb BOMOXHbIE
MOLLIEHHUYECKME CXEMbI, TEM
cambIM Mo3Bo/IAs (POPMUPOBATHL
NPOgMb MOLLEHHUYECTBA.

BbisaBneHve

*MeTogb! 06HapyKeHUs
aHOMa/IniA MomoraroT
BbISIB/ISITb MOAO3PUTE/TLHOCTM
B aKTUBHOCTY K/IMEHTOB, a
Taloke COMHUTENbHbIE
orepaLum ¢ akTMBamm

*Mogenw rny6boKoro usyyeHus
MOryT ObITb 33/1€MCTBOBaHbI B
MpoLiecce MOHUTOPWHIa
3(pheKTVBHOCTM BHYTPEHHMX
KOHTPO/bHBIX NPOLeayp.
HelipoHHble ceTu obervaroT
MPOLECC aHann3a (rHaHCOBO-
XO35NCTBEHHOIN AEATEIbHOCTM
Ha npeaMeT HaM4Ks
aHOMa/TWIA, NOJ03PUTESbHBIX
B3aMMOCBSI3ei1 1 MHAVKATOPOB
MOLLIEHHUYECKUNX [ENCTBUI
(«KpacHbIX (hnaroy).

OTBETHbIE Mepbl

eBnarofiapst BbICOKUM aHa/IUTUHECKUM
HaBbIKaM NPV NPOBEAEHNN CTy>KeGHOr0
paccnefoBaHMs MOAENM Ty6oKoro
M3yYeHUst CMOCOGHbI BbISBNATH
C/IOKHbIE MaTTepPHbI B 6O/bLIMX
06beMax faHHbIX, 0becreyrBast
[loKazaTesbCcTBa

*MalunHHoe oby4eHwe, 6eps 3a OCHOBY
BbISIB/IEHHbIE MOJ03PUTENLHOCTY,
MOXET 06/1erumTh MpoLiece
NMKBUZALWN NOCeACTB
MOLLIEHHWY€ECTBa, aBTOMATUYECKN
0rpaHnuMBas onepaLmy COMHUTENbHbIX
am,

*O6paboTKa eCTECTBEHHOIO A3bIKa
YMPOLLAeT NPOLLECC MOArOTOBKY
[OKYMEHTOB A5 CYAe6HbIX
pa3bupaTenbCTB, BK/IOYas aHan3
FOPUANYECKNX TEKCTOB 1 MOWCK
peneBaHTHOIN MHGopmaLwn. Momoraet
BEPUNLIMPOBATL SIMUYHOCTb
MOLLIEHHUKA 1 BCEX OTHOCALLMXCS K
MpaBOHaPYLLUEHWIIO /ML, CBOAS Ha HeT
VX LLIAHCbI 0CTaThCs Be3HaKa3aHHbIMU

Puc. 5. BoamoxHOCTU NN-TeXHONOrMiA Ha pa3nuyHbIX 3Tanax npefoTBpalleHns MOLLEHHNYEeCTBa
no mogenn CIMA (Chartered Institute of Management Accountants)

Fig. 5. The capabilities of Al technologies at various stages of fraud prevention according
to the CIMA (Chartered Institute of Management Accountants) model

VICTOYHMK: coCcTasneHo asTopami.

CTOMT OTMETUTb, YTO cucTeMbl M un peweHus Ha 6ase NI paboTaloT ¢ pa3HoOOpasHbIMU
KaTeropMaMmy MOLWEHHWYeCTBa B (h)MHAHCOBOM cekTope (Tabn. 1).

CpaBHUTEeNbHbIM aHanM3 apPeKTUBHOCT M Ncnonb3oBaHua MM -mopenei

WccnefoBaHne  OUEHKUM  3PEKTUBHOCTM  ABASAETCA  BaXHOW  COCTaBMALLEN
ncnonb3oBaHua MW gna obHapyXXeHWs MoOLIeHHM4YecTBa. B wnccnegoBaHUAX COBPEMEHHbIX
undpoBbix TexHonoruin [Bello et al., 2023; Bello et al., 2024; Alooba, 2024] wncnonb3ywT
60NblIOE KONMMYECTBO pas3/IMYHbIX MOKasaTeneil, paccMaTpuBaldT MHOIMe napameTpbl,
packpbiBalo LW e pesynbTaTbl Npon3sogmuTensHocTn MA-mopeneit. 3a 0CHOBY nccneoBaHus 6biau
NPUHATBLI cnegyrolwime nokasatenu: Accuracy (To4yHOCTb), Precision (TOYHOCTb, METKOCTb,
akkypatHocTb), Recall (nonHoTa, 0T3bIBUMBOCTL), F1 Score (rapMOHWYECKOe cpefHee Mexnay
Precision un Recall), AUC-ROC (nnowagb nog Kpueoit owmnbok (Receiver Operating
Characteristic curve)).
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Tabnuua 1
Table 1

Bo3moxHocT N ans BbIABNEHUA PasMUYHbIX TUNOB (PUHAHCOBOIO MOLIEHHMYECTBA
The power of Al to detect different types of financial fraud

Tun

du3nyeckne aTtaku

HapylleHve npuHuuna

Linposoe
MOLLEHHNYECTBO

[BOViHOVi aBTOpM3aLUK

XapaKTepucTuKka (pMHAHCOBOTO
MOLUEeHHUYecTBa
TpaguUWOHHbIE  BMAbI  MOLUEHHUYeECTBa:
noAafenka YekoB, CKUMMUHI B HaHKOMaTax,
KpaXka KpeAuTHbIX KapT. XOTS OHU CaMble
MpocTble, HO COXpaHsAlTCcA 6Gnarogaps
CBOeli 3(heKTUBHOCTN, OCOBEHHO Korga
HaleneHbl Ha 6onee yA3BMMble KaTeropuu
rpakgaH (NoApOCTKM, NEHCUOHEPLI U T. M.)

370 Mepa 6e30nNacHOCTM, KOrja BaXKHas uim
KOH(huaeHUManbHas TpaH3akuus
COrNacoBLIBAETCS  Cpasy  HECKONIbKUMMU
COTPYAHUKaMM KOMMaHWM. 3TO 3almiiaeT
OT BHYTPEHHEro MOLUEHHWYecTBa OAHOro
COTPYAHMWKA, OfjHaKO He paboTaeT B Ciydae
MX crosopa (Korga fBa 4esioBeKa BMecTe
COBEpPLUAOT  MOLUEHHWYECTBO) WM MO
owmnbke (ecnnm oaMH M3 [ABOMX OJ06pseT
MOLLEHHNYECKYHO TpaH3akuuio, He
0CO3HaBas 3Toro).

MoLLIEeHHNYEeCTBO B LMKPOBOM OGaHKMHIE:

3axBaT  OH/AH-aKKayHTOB,  (OULUVHT,
MOLLEHHUYecke nepeBofbl. CKOPOCTb 1
aHOHMMHOCTb  WIHTepHeTa genarwT  UX

0COGEHHO TPYAHbIMMW ANs 0GHAPYXKEHNS.

VICTOYHMK: coCTaBneHo asTopamu

PeweHnss Ha ocHoBe MO n 1N

BugeoaHanmtmka Ha 6aze N moxeT
06Hapy>mBaTb NOAO3PUTE/IbHOE MOBEAEHUE U
npefynpexaaTb COTPYAHUKOB CNYXObl
6€30MacHOCTU B pPEXMME pPeanbHOro BPEMEHW.
Anroputmbl MO MOryT  aHaaM3upoBaTtb
OrpOMHble  06bEMbl AaHHbIX TpaH3akuuil B
peXume  peaibHOr0  BPEMEHM,  BbIABNASA
aHOManuun, KOTOpble OTKIOHAKTCS OT TUMUYHOIO
noBefeHNs  KMeHTa. YcCKopseTcs  npouecc
BbISIBNEHNS M pearMpoBaHMs B C/y4ae
NoA03pUTENIbHOW aKTUBHOCTMN.

Anroputmbl - MO OTCNeXuBaloT — [elcTBUA
COTPYLHMKOB, BbISBNAS HEeobbIYHbIE
3aKOHOMEPHOCTYW, KOTOpble MOryT YKasblBaTb Ha
CrOBOP WM HE3TUYHble AelicTBMs, 06ecrnevrBas
cobnofeHne TpeboBaHMIA ABOHON aBTOPM3ALN.
Hanpvmep, ecnu fBa COTpyAHMKa Bcerga ObICTpo
0406pAT TPaH3aKLMKM ApYT Apyra 6e3 Hagexawmx
MPOBEPOK, CUCTEMA MOXET MOMETUTb 3TO Kak
MOAO03pUTENbHOE NMoBefeHMe. Tak, KOMMaHUA MOXeT
a(hpeKTUBHEN  paccnefoBaTbh noTeHUMabHoe
MOLLIEHHNYECTBO Ha paHHWX 3Tarnax.

Cuctembl WW ahdekTBHO 06HapyxumBakoT
OH/NaliH-MOLLEHHNYECTBO (Kpaka  IMYHBIX
[JaHHbIX, QULIKHT), aHanM3Mpys noBeAeHne
nosib3oBaTenein N Mogenn TpaH3akuuii, oTMeyvas
aHoOManuu Ans HeMeANeHHOro BMeLlaTenbCTBa.

CornacHo pesynbTataMm WCCNef0BaHMA N0 OUeHKe 3(NGHeKTUBHOCTM HeKoTopbix WW-
TexHonoruit (tabn. 2), Bce nokasatenu 3hPeKTUBHOCTU npeBbiwaoT 80 %, YTO roBOpuT 06 KX
Xopowein afanTUBHOCTU K pPas/IMUYHbIM CLEHapusM O06HapyXeHus MoleHHuYecTBa. CpefHee
3HayeHMe BCeX Mokasatenel ahPeKTUBHOCTU KonebnetTca B AnanasoHe 88-94 %, 4TO O3Ha4aeT
HEeNnosIHOTY packpbiTUA NOTeHLMana paCCMOTPEHHbIX METOLOB. Y YeHbIM TONIbKO NPeACTOUT HAlTK
cnocobbl pocTa 3TUX MNOKasaTenelm W yAydlwuTb WX pe3ynbTaTUBHOCTb ManeHbKWil pasmax
Bapuauum roBOpUT O TOM, UYTO BCE 3HAYEHMA HAXOAATCA AOCTATOYHO O/IM3KO K CpefHeEMY,
cnegoBaTeNbHO, CPefiHEE 3HAYEHME XOPOLLIO 0606LaeT COBOKYMHOCTb. HEBbICOKMIA KO3 D ULNEHT
BapuauMm nokasbiBaeT, YTO CTeMeHb M3MEHYMBOCTM INGPEKTUBHOCTU pPasHbIX MeTOLOB He Tak
BbicOKa. OHM BCe ABAAKTCA BaXHbIMW COCTaBAAILWMUMUN NpoLecca BbiABNEHUA MOLIEHHWNYECTBA,

ynyuulasi Ka4ecTBO M CKOPOCTb AaHHOr0 npoLecca.

HecmoTpsa Ha [OCTaTOYHO BbICOKME MOKa3aTeNnu BCEX MOJenei, noka YTO HW OfHa W3
moaeneil He gocturaeT 100 % 3HauyeHMA nokasaTeneil. TO CBA3AHO C MHOXECTBOM (DaKTOPOB,
npo6nemy BAUAHUSA KOTOPbIX YYEHbIM TONIbKO NPEACTOUT U3YUnTb. OueHkKa ahdekTuBHocTM NI -
TEXHONOrMN AOCTaTOYHO MHOrorpaHHa, NO3TOMY CTOUT YUYUTbIBATb HE TONbKO KONUYECTBEHHbIE
nokasaTesm, HO W MPaKTUYECKYl) MPUMEHUMOCTb, YCTOWUYMBOCTb K W3MEHEHUAM [aHHbIX U
BO3MOXHOCTb pPa3/IM4yHON MHTepnpeTaLum pesynbTaTos.
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Tabnuua 2
Table 2

Pe3ynbTaTbl OUEHKU 3hPeKTUBHOCTU N W-TeXHONOT WA AN Leneli BbIABAEHNS MOLWEHHUYECTBa
Results of assessing the effectiveness of Al technologies for fraud detection purposes

MokasaTenn ahheKTUBHOCTK

> c (<5} O
Q o - = @)
TexHonorus N MeTog o ‘B < 3 o
> 'S 8 N 1
3 o @ o
< & i 2
M 6 Jlornctuyeckas perpeccus 092 089 08 087 094
AUINHHOE 0byHeHNE [lepeBo peLueHmii 094 091 088 089 094
MeToab! 96Hapy>Keva KnacTtepHblii aHanm3 0,85 - - - 0,88
aHOManuii
HelipoHHbIe ceTu 094 091 1088 089 096
CBepTOYHbIE HEPOHHbIE CETH
Mogenun rny6okoro (CNN) 095 092 0% 081 097
N3yyeHns PeKyppeHTHbIe HEPOHHbIE CETH
(RNN) v ceTu ¢ [ONrOBpEMEHHO 093 089 087 088 095
KpaTKOCPOYHol namsTbto (LSTM)
CpepgHee 3HayeHue 092 09 088 089 094
Pa3max Bapuaynu 0,10 003 0,05 0,04 0,09
Koatd. Bapnayuu 0,04 001 002 0,02 0,03

VICTOYHMK: COCTaBMeHO aBTopamMu C Wucnonb3osaHuem fdaHHbix Al-Kindi Center for Research and
Development [Bello et al., 2024]

MocToAHHAsA roHKa (MHAHCOBbLIX YUYPEXAEHWU 3a YCUeHHOW 6e30MacHOCTbI0 CTUMYNMpPYeT
MOLIEHHUKOB MOCTOAHHO afanTMpoBaTb CBOW HE3aKOHHble MeToAbl. Bce 3TO fAefiaeT CMOXHbIM
npefoTBpalleHne MOLUeHHUYecTBa, Tpebysa HEMpepbIBHOCTU Mpouecca ajantauunm u rubkoctu
cuctem 6esonacHocTW. 3TO NOAYepKMBAET HEOOXOAMMOCTb pasBUTUS CUCTEM OOHapyXeHus
MOLLEeHHMYeCcTBa HA OCHOBE VI, KOTOpbIE MOTYT BbISIBNIATL Pa3BMBAIOLLMECH CXEMbI MOLLIEHHNYECTBA.

OHuK obneryalwT npouecc paccnefoBaHWa cryvyaeB MOLIEHHWYeCcTBa, NO3BONAA ObICTPO U
TOYHO BbLIABNATL aHOManuUW, OTC/EXWUBaTb NOLO3PUTE/IbHbIE TPaH3akUUMW U NPOBOAUTL 6onee
rny6oKnii aHann3 KelcoB Ha paHHUX CTaAauaX, Korfja 3aKOHOMEPHOCTU He OYEBULHbI LIMPOKOMY
KPYry 3aMHTepecoBaHHbIX nuL,.

CornacHo unccnefoBaHMio MexayHapoAHOr0 XypHana ucciefoBaHnin B 061acT MPUKNagHoONM
HayKn M UHXeHepHbIX TexHonoruin (LJRASET) [Mohammad, 2024], TexHonorum W nosbiwatoT
3()(PEeKTUBHOCTL BbISBIEHWS C/lyYyaeB MOLLIEHHMYeCcTBa B cpegHem 6onee yem Ha 70 % (Tabn. 3).

KakK MOXHO 3aMeTUTb, CUCTEMbl OO6HapPY>XeHMA MOLWEeHHMYecTBa Ha ocHoBe NI BecbMa
3P(MEKTUBHLI M CNOCOGCTBYIOT CHUXEHUID YPOBHSA MOLIEHHMYECTBA 3@ CUET OOHapy>XeHus u
npefoTBpaLLEHUA MOWEHHUYECKUX LEeACTBWIA B peXxnme peanbHOro BpeMeHU. Micnonb3oBaHue
Ha npakTuke nepefoBblX WW-TexHonoruii nomoraet (PUHaAHCOBLIM YyupexieHuamu 6onee
3(P(eKTUBHO BLIABNATL W COKpalaTb YWUC/IO CNyyvyaeB MOLIEHHWYECTBA, MUHUMU3NPYS
(hMHAHCOBbIE NOTEPU U 3aLMLLlas aKTUBblI KJMEHTOB.

Mpo6nemMbl U pelweHns NopasBuTuo NI B GMHAHCOBOM CeKTope
YcnewHoe BHefpeHMEe LUPPOBbIX TEXHONMOrMIA B (DMHAHCOBLIX YYPEXAEHUAX TpebyeT
KOMMNNEKCHOro noaxoaa. XoTs BHepeHMe obeltaeT 3Ha4YMTeNbHOe NOBblWeHNe 3 HEeKTUBHOCTM
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60pb6bI C MOLIEHHUYECKUMWN LEACTBUAMMN, CYLLECTBYET MHOXECTBO C/IOXHOCTeN 1 npobnem npu
nHTerpaynn MN-texHonoruii B 4eaTenbHOCTb PUHAHCOBBLIX YUPEXAEHUIA:

1. CoBMecTUMOCTb cucTemM. MHOrme 6aHKM MCNONbL3YKOT B CBOe paboTe ycTapesluune
CUCTeMbI, BbIGUpPas NMPOBEPEHHY0 BPEMEHEM HAfEXHOCTb. 3TO YC/NOXKHAET NPOLECC MHTerpawum
NI B cuny HU3KOW COBMECTUMOCTU MepefoBbiX LUGPOBbLIX TEXHONOTUIA CO CTapbiMU CUCTEMAMMU.
Hanpumep, 60 % 6aHKOB MCMbITbIBAOT TPYAHOCTU C MHTerpauueli MMEHHO MO 3TOW MpuUuHe
[Mohammad, 2024]. Bo3MOXHbIM pelleHreM JaHHOK NPpo6aeMbl MOXET CTaTb NpefLlecTBYyloLLee
00HOBMEHME CUCTEM WAW WHTerpaums Ha ocHoBe APl - nporpammHoro wuHTtepdelica ans
NPUNOXEHUI, NO3BONAKLWEI0 pasHbIM MNporpamMmaM B3aMMOLENCTBOBATL APYr C APYrom,
06l aTbca MeXay coboil 1 06MeHNBATLCS AaHHbIMM, CeAysa 3afaHHbIM MpaBuaaM U cnocobam.

2. KayecTBO faHHbIX W cTaHgaptusauusa. Ong nydweit pabotel NWN-TexHONOruii um
Heo6X04MMO 3afaBaTb BbICOKOKAaYeCTBEHHYK 6a3y [JaHHbIX AN YyAy4dlWeHUs TOYHOCTU W
ahheKTUBHOCTY paboThl. B cBA3M € 3TMM 0KoMo 40 % BpemMeHU NpoekTa uHterpayun MW yxoaut
Ha NOATOTOBKY M COF/laCOBaHWeE AaHHbIX, KOTOpPble B ByyLlieM CTaHYT OCHOBOW paboTel Bceit N -
TeXHONOrnMn. OCHOBHLIMU UCTOYHUKAMU [AaHHbIX ABAAIOTCA: 3aNUMCU (DUHAHCOBbLIX TpaH3aKLuWiA
(BkNtoYas CyMMbl, BpeMeHHble MeTKW, MEeCTONOMOXeHUS U [JaHHble 0  K/JWEeHTax),
LOMONHUTENbHbIE faHHble U3 BHEWHWUX WCTOYHWKOB, KOTOpble MOTYT MpefocTaBuUTb
OOMOMTHUTENbHbLIA KOHTEKCT AN1A TPaH3aKLUMWiA, 3aMUC/ N3BECTHLIX MOLIEHHUYECKUX TpaH3aKLuii,
KOTOpble MMEIT pellatollee 3HayeHne ana obyyeHusa mogenein [Daraojimba et al., 2023]. Ecnu
MOBMMATH Ha BHEWHUE NCTOYHUKW AaHHbIX CMOXHee, Npu paboTe ¢ BHYTPeHHed nHpopmayuei
ONTUMaNbHLIM pelleHnemM O6yAeT BHeApeHMEe CTaHLApTUM3MPOBaHHbLIX MPOTOKOMOB [AaHHbIX,
KOTOpPble NpexaeBpeMeHHO B6yayT oToupaTb NUWb HEO6XOANMMYIO MHOPMALUID, aBTOMATUYECKN
ounLLLas HeHYXXHble faHHbIe.

3. HeobxogumocTb 06paboTKM B peanbHOM BpemMeHW. ONTUManbHOCTb MHOrmx WW-
TEXHONOMMI fOCTUraeTcs NOCTOAHHON paboToi, HanpaBeHHOW Ha aHan3 B0NbLWINX AaHHbLIX. Ans
3TOro TpebylOTCA 3HAYUTENbHbIE BbIYMCAUTE/bHbIE MOLWHOCTUA, KOTOPbIX Y (UHAHCOBLIX
yupexaeHuii moxet n He 6bITb [Udeh et al., 2024]. CnpaBuTtbCca ¢ 3T0W Npo6ieMoOinl NOMOXeT
MCnonb30BaHue 061a4HbIX CUCTEM 419 MPOM3BOACTBA HEOOXOAUMbIX BbIUYNCIEHUIA.

4. Mogenb ynpasfneHusa. Ond ynpaBneHUs LUGPOBbLIMU TEXHONOTMSMU Ha OcHoBe UNWU
HeobxoaMmbl 3(PeKTUBHbIE MOAENN YMpaB/ieHWa BHYTPU KOMMNaHWA, obecneynBarowue
HajeXHocTb paboTbl BCeX cucTeM. BapumaHT pelweHns faHHOW npobnembl - BHeLpeHMe
3h(heKTUBHOI MOENN yNpaB/ieHNS pUCKaMu.

5. O6yyeHne nepcoHana W HefoCTaTOYHble HaBblkW. [nd BHeapeHus WU 6onblive
Tpe6oBaHMA NPeAbABAAIOTCSA K KBAAMMPUKaALUM N KOMNETEHTHOCTU NepcoHana. BbicOKuil paspbiB
3HaHuii B 06nactu N n Hayku o faHHbIX (Data Science) 3aTpygHseT paboTy U MOXET NpUBECTU
K HefoCTaTOYHOMY WCMNONb30BaHUK MOTeHUMana UMGpPOBbIX TexXHONOornik. PeweHne -
(hopmuMpoBaHUe KOMMNAEKCHbIX NporpaMm o6y4vyeHuWs, 3aTparnBaloLux Kak BONpPOChbl MHTerpauuu
NIN-TexHONOrnin, Tak 1 UMQPOBY aHAIUTUKY.

6. Cnaboe COTPYAHMYECTBO (PUHAHCOBLIX yUupexaeHnin n IT-gpupm. MNapTHepcTBa MeXay
(hMHAHCOBbLIMM yupexaeHnamu n IT-gpupmamn cnocobCTBYOT 06/1eryeHnt0o obmMmeHa 3HaHUAMU ©
nepefoBol MPaKTUKOM, NOBbIWAas 3PPEKTUBHOCTL WUCMOb30BAHUA LUPPOBLIX TEXHOMOTUIA U
ycKopsas npouecc BHegpeHua M-TexHoNornin gns npegoTBpaLleHns MOLWEHHNYEeCTBa.

B pe3ynbTaTe npoBefeHHON paboTbl 6bINM NpefnoXeHbl pelleHUs ANS (UHAHCOBOTO
CeKTopa, KOTOpble MOMOTYyT YCNEeWwHO BHeAPATb U WCNOAb30BaTb TexHonorum MW B cBoel
npakTUKe Ans npefoTBpalieHns Mol eHHUYecTBa (puc. 6).

Takum 06pa3om, y4yeT npejnaraemMbiX peleHWidA N03BOAUT PUHAHCOBBLIM YUPEXAEHUAM
60nee apPeKTUBHO BHEAPATb U ncnonb3oBate M ana 60pb6bl C MOWEHHUYECTBOM U ANS 3N TI
CBOWUX K/IMEHTOB.
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Tabnuua 3
Table 3

AHanuns BAnsHNA M -TexXHONOrniA Ha Npoueaypy BbISIBIEHUA MOLEHHNYECTBA
Analysis of the impact of Al technologies on the fraud detection procedure

BnunsiHne Ha o6Hapy>XeHue
MOLLUEHHMNYECTBA
lNoBbILLIEHNE TOYHOCTU

TexHonorun N

MawunHHoe

0ByueHime 06Hapy>KeHMs MOLLEHHNYEeCTBa Ha
85 %

MeTogabl POCT CKOpPOCTW BbISIBIEHUS HOBbIX

06HapyXeHus CXeM MOLUeHHU4YecTBa Ha 78 %

aHOManui

O6paboTka PocT o6HapyxeHus

€CTeCTBEHHOrO0 MOLLIeHHKMYecTBa Ha 70 %

A3blKa

Mogenu rny6oKoro CHKeHMe NOXHbIX

Nn3yyeHus cpabatbiBaHUil Ha 92 %

BoO3HMKaKLWNE CMOXKHOCTH

[na noBbliWeHNs spPeKTUBHOCTH
TpebytoTcs 6onblune 06beMbI JaHHbIX C
BbICOKUM Ka4yecTBOM

M3Ha4yanbHO BbICOKUIA YPOBEHb
NOXHOMOMOXMNTENbHbIX PE3yNbTaToB B
Mogensx

Heobxo4MMOCTb TLATENbHO 3a4aBaTb
KOHTEKCT 1 geTanu Ans TO4HOCTH
COLManbHON NHXeHepun

BbICOKME BbIUMCIMTENbHBIE TPEOOBAHNS

MCTOUHMK: cOCTaBneHo aBTopamu Ha ocHoBe uccnegosaHus IJRASET [Mohammad, 2024]

*[115 yCNELLHOV MHTErpaLym opraHn3aLmsmM CTouT 06ecrneynTb BbICOKOE
MoAroToBKa AaHHbIX  KA4yecTBO AaHHbIX, BK/KOUas MX OUNUCTKY M CTaHAapTU3aUuto. BaxHo
Ha aTane c6opa CNO/b30BaTh PAa3HOO6Pa3HbIE UCTOYHMKM AaHHbIX ANnst 60/ee YCMeLHoro

06yueHns Modeneil.

*Pa3H0006pasHble Mogenu 1 anroputmsl M MoryT no-pasHomy
YAO0BNETBOPSATb NOTPEBHOCTM KOMMAHWIA (hMHAHCOBOrO CEKTOpa.
Heo6x0AMMO0 NpUHMMaTL BO BHUMaHWe 0COBEHHOCTU Pas/inyHbIX
NIN-TexHOMOrMi 1 BbIGMPaTL HanbosIee NOAXOASLLME C YUETOM CNELUDUKI
(hMHAHCOBbIX OMEPALIMIA 1 PUCKOB MOLLIEHHWNYECTBA.

Mposepka e3apaHee HY)XHO NpeayCcMOTPeTb NOTPEGHOCTL B KBAIM(MLMPOBAHHbIX

KaZpax 1 NporpaMMHOM 06ecneyeHnm 415 paboTbl ¢ VI-TexHONOr M.

BO3MOXHOCTHU
3abnaroBpemMeHHO NPOBEPUTb €ro Ha BO3MOXHOCTbL MHTerpaumu NN
NHTErpaumn B AelcTytowme IT-cucTembl Ans N36eXaHNUs HeHYXXHbIX PECYPCHbIX
B KOMMNaHuio 1 BPEMEHHbIX 3aTpaT.
*PUHAHCOBbIE YUPEXAEHUA JOMKHbI ONMPATLCA Ha ONbIT I T-KOMNaHWiA Ans
pa3paboTKu CUCTEM OO6HAPYXEHWS MOLLEHHNYECTBa, a | T-KoMNaHU1 JO/MKHbI
CoTpyAHUYECTBO cobupatb MHhopMaLuio, CBA3aHHYHO C (JMHAHCOBbLIM MOLLEHHUYECTBOM A/15

(hMHAHCOBbIX
n IT-koMnaHui

MOMOIHEHNS B6aHKa AaHHbIX, KOTOPbI NCMONb3YeTcsA B pa3paboTke
NN-TexHonoruii. icnonb3oBaHue N-TeXHONOrni, NOCTOAHHO
06yyaroLLMxca Ha HOBOM OMbITe, MOBLICUT CMNOCOBHOCTbL OnepeXaTtb
pa3BMBaOLLMECH TAKTUKN MOLLEHHMNYECTBA.

Puc. 6. lNMpefnaraemble pelieHns no passutuio MW B uensax npegorepatleHns MOLWEHHUYECTBA

B ()MHAHCOBOM CEKTOpe

Fig. 6. Proposed solutions for the development of Al to prevent fraud in the financial sector
VICTOYHMK: COCTaBNIEHO aBTopamm.

3aKJ/itoyeHmne

B xoge npofenaHHoi paboTbl Mbl MPULIAM K TOMY, 4YTO WUCMNONb30BaHWEe LUDPOBLIX

TEXHONOTMIA AN O06HapyXeHus MoWeHHUYecTBa B (DUHAHCOBOW cdepe ob6nagaer psajgom
NPEUMYLLECTB, [AefaloWwmnXx 3TW TEXHONOTMU MPUOPUTETHBIMU ANS U3YYEHUS, pas3BUTUA W
NPUMEHeHNS Ha npakTukKe. HecMoTps Ha BO3HMKAKLWME CMOXKHOCTM B M3YYEHUM [aHHOTO
BOMpOCa, TakKMe KakK MOCTOAHHAA M3MEHYMBOCTb JaHHbIX, CMOXHOCTb MHTerpayuu, cobntogeHune
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NpPaBOBbIX W 3TUYECKUX AaCMEKTOB, a TakKXe HEeMnosHOoTa packpbiTUa KOHPUAEHLUANbHOM
MHpOpMaLumn, CTOUT CTPEMUTHCA K MOBbIWEHWIO 3P(EKTUBHOCTA WUCMONb30BAHUA [AHHbIX
TEXHONOTNIN, MUHYS CYLLeCTBYHOLME OrpaHUYEHUS.

N3yyeHne mMupoBOro onbiTa ncnonb3osaHns MW gna npefoTBpalleHNs MOLIEHHWYECTBa
NO3BO/IAET 0CO3HATb U CPaBHUTb, HACKO/bKO 3(D(heKTUBHbLIM ABASETCA MCNONb30BAHWNE PA3NINUYHBIX
NWN-TexHONOruMiA, a TakXXe HacKONbKO MOMIe3Hbl AaHHble TeXHONOrMu npu 60opbbe ¢ puckamu
MOLIEHHNYECTBa, B BbIIBAEHUW aHOManuil W WAEHTUPUKaLUM NOLO3PUTENbHBLIX oOnepauui,
NMPOBOAUMBIX (DUHAHCOBLIMU yupexgaeHusamu. MicnonbzoBaHne VIN-TexHONOTUin Npyu NPUHATUN
pelleHnii rapaHTUPYeT CyLecTBEHHbIE BO3MOXHOCTY 418 MOLe/IMPOBAHNSA CXeM MOLLEHHUNYECTBa
M aganTauum K HOBbIM, MOCTOSAHHO MEHSAKLWMMCS YIpo3am.

OpHako wucnonsb3oBaHne MW He nuweHo npobnem. lMpaBoBble WM 3TUYECKUE aCMEKTHI,
npo6nemMbl KOHPUAEHLNANBHOCTU JaHHbLIX U NOTPE6HOCTH B 06BACHUMOCTM M paLMoHann3aunm
peweHnit M ABNAOTCA KPUTUUECKU BAXXHbLIMW BONPOCaMMU, KOTOPbIE TOIbKO NPEACTOUT PELLNTD.

[aHHoe nccnepoBaHue MOXeET ObiTb MCMOAL30BAHO B PasfiMyHbIX 061acTaX (QMHAHCOBOrO
cekTopa. OHO Nose3Ho AN 6AHKOBCKUX M KPeAUTHBLIX OpraHu3auunii, yepes KOTopble perynsipHo
MPOXOAMT OrPOMHOE KO/IMYECTBO [AEHEeXHbIX CPeAcTB, MOABEPras WX PUCKY MOLUEHHUYECKUX
LeACTBUIA, TaKk M AN CTPaxoBbIX KOMMaHWW, MO3BOMAA WM NpPeXAeBpeMeHHO (PUKCUPOBaTb
MOTEeHLMaNbHYH OMAcHOCTb CPeAW CBOUX K/IMEHTOB U BOBPEMS MPUHMMaTb Mepbl pearnpoBaHus
NpPOTUB 3TUX PUCKOB. CpaBHUTENbHbLIA aHanuM3 pasnuyHbix WW-TexHonornin nomoxet
(ODMHAHCOBbLIM YyupeXaeHusM Bbl6paTb Hambonee 3M(HEKTUBHbIE anropuTMbl, 4YTO CHU3UT
KO/IMYECTBO NOXHbIX cpabaTbiBaHUI 1 yAyULINT 06WMIA NOb30BATENLCKUA ONbIT.

M3yueHHas Tema MOXET MNOCAYXWTb MOBOAOM K JafbHellemMy MW3Yy4YeHU npobrem
MHTerpauun MM-texHonornin B paboTy opraHmsaumnii, K aHanmsy Ux QpakTU4yeckoro BAUAHUA Ha
npouecc BbISB/EHWNA MOLIEHHWYECTBA. TakXe B YCMOBMAX (PUHAHCOBOFO CEKTOpa, FAe BaXHa
Npo3payHOCTb MPUHATUSA pelleHWid, Oyaywme wnccnefoBaHUs MOTyT COCPefoTOYUTLCA Ha
pa3paboTKe MeTO4OB, MNO3BONAKWMKX O00BACHATL BbiBOAbI WIW. HaxoxpgeHune owunbokK B
anropuTMax MPUHATUA PEeLeHnin U UX ucnpasfieHWe MNOMOXeT MNOBbLICUTH KayecTBO paboThl
TEXHONOTNA. HakoHew, BaXXHbIM acnekToM byayLinx nccnefoBaHnin 6ynet nayvyeHme sTUYECKUX
BONPOCOB, CBf3aHHbLIX C uMcNonb3oBaHWeM MWW, u4To BKAoYaeT B ceb6s  BOMPOCHI
KOH(DUAEHUMNANbHOCTW AaHHbIX, MPEAB3ATOCTA anropuTMOB M NOTEHLMANbHBIX NOCNEACTBUI ANS
KNMeHTOB. Pa3paboTka 3TUYECKUX CTaHAAapTOB W pekKoMeHjauuit ans umcnonb3oBaHus U B
6opbbe C MOWEHHWYECTBOM CTaHEeT BaXHbIM LwWarom K 6e30MacHOMY W OTBETCTBEHHOMY
NPUMEHEHUIO TEXHOMOTUA.
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